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GDPR Guide for Scottish Episcopal Church Congregations
Introduction
The General Data Protection Regulation (UK GDPR) is legislation which gives individuals rights and protections in how their personal data is used by organisations.  The legislation applies to congregations, so this guide (originally created with reference to the Church of England guidance available here: https://parishresources.org.uk/pccs/gdpr/ ) sets out how to achieve compliance. 
Summary
· Congregations should review what personal data they hold using the audit form at Appendix 1.
· Privacy notices should be updated and circulated to people whose personal data congregations hold. 
· Personal data which reveals an individual’s religious beliefs is special category personal data, and must be processed using an additional legal basis, such as explicit consent or the so-called ‘not-for-profit’ exemption. 
Key terms
· Personal data means information about a living individual which is capable of identifying that individual. It includes photographs and videos as well as written information.
· Special category personal data means personal data revealing religious or philosophical beliefs, racial or ethnic origins, political opinions, trade union membership, and information concerning an individual’s health, sexual orientation and genetic or biometric information. 
· Processing is anything done with or to personal data, including collecting, using, storing, sharing, transferring or destroying it. 
· The data subject is the person about whom personal data are processed. 
· The data controller is the person or organisation who determines how and why personal data are processed, in this case the congregation.
Data protection principles
The GDPR’s five core principles must be complied with whenever a congregation is carrying out processing activities. The principles are that personal data: 
1. must be processed lawfully, fairly and transparently;
2. must only be used for specified purposes that the data subject has been made aware of and no other;
3. that is held should be “adequate, relevant and limited to what is necessary.” i.e. only hold the minimum amount of personal data that you need for your specific purposes;
4. must be “accurate and where necessary kept up to date”; and
5. should not be stored for longer than is necessary, and that storage must be safe and secure to protect against unauthorised access or accidental loss, destruction or damage. 
Rights of Individuals under the GDPR 
1. Individuals have a right to be given fair processing information, usually through a privacy notice setting out the personal data which is collected about an individual, the purpose of the processing, and the legal basis for doing so. 
2. The right to access. Data subjects have a right to access the personal data which a controller holds about them, to satisfy themselves that it is being processed lawfully. This is known as a Subject Access Request – it may be submitted verbally or in writing, and controllers have one calendar month to provide a copy of the data. It is not permitted to charge a fee for doing this.
3. The right to rectification means that individuals are entitled to have their personal data corrected if it is inaccurate or incomplete. If the personal data has already been given to third parties (e.g. the General Synod), congregations must tell those third parties of the correction.
4. The right to erasure gives people a limited right to request the removal of their personal data if it has been processed on the basis of legitimate interests or consent, or it is no longer necessary for the purpose of collection. 
5. The right to restrict processing means that individuals can limit the way that an organisation uses their data as an alternative to requesting the erasure of their data. 
6. The right to data portability gives data subjects the right to request that their personal data be provided to them (or a third party) in a machine-readable portable format free of charge. It is not likely to affect congregations.
7. The right to object provides that individuals have the right to object to data processing in certain circumstances, e.g. if a congregation is processing data for direct marketing purposes.
8. The right not to be subject to automated decision-making including profiling.
These rights can be exercised by individuals. They are not absolute, and can be subject to exceptions, for instance the right to access does not include the right to see third party data. 
Lawful bases
Article 6 of the UK GDPR requires personal data to be processed in accordance with one of six lawful bases. The ICO’s website explains these: A guide to lawful basis | ICO:
Consent and legitimate interests are likely to be the most applicable bases for congregations processing personal data in their usual activities but congregations should also consider whether other lawful bases may apply. 
Consent
Consent is a safe option because it gives data subjects control over their personal data. Consent must be freely given, specific, informed and unambiguous, and must offer the data subject a real choice. Congregations are required to demonstrate consent, so it is recommended that copies of the consent form should be kept on file as part of an audit trail.  
Consent must also be able to be withdrawn in the same manner as it was given. Congregations should therefore provide a consent form as set out below in Part 1 of Appendix 2, along with a withdrawal of consent form as set out in Part 2 of Appendix 2 when requested. If a withdrawal of consent form is received, it will not affect the lawfulness of the processing up to that point, but it does mean that the congregation will no longer be able to rely on consent to carry out future processing activities. 
Legitimate interests
Legitimate interests allow congregations to process personal data if it is in their legitimate interests (or the legitimate interests of a third party) to do so. This is the most flexible basis for processing personal data, but it requires the balancing of the rights and freedoms of individuals against the purpose of the processing. 
To demonstrate this balancing, congregations should carry out a ‘legitimate interests assessment’. A pro-forma is provided by the ICO: gdpr-guidance-legitimate-interests-sample-lia-template.docx (live.com) .
An example of a legitimate interest would be where a congregation wishes to process personal data of its members, treasurers, or other functionaries to circulate information about church business so that they can carry out their roles effectively. With legitimate interests there is a balance and exchange: in this case people offer to hold office, in exchange the personal data is processed to help them to perform that office effectively and the interests are reasonably balanced.
Special category personal data
Personal data that reveal information about a person’s religious or philosophical beliefs is considered special category personal data.
Special category personal data require additional protections because they reveal sensitive information about individuals. Where congregations are processing special category personal data they require a legal basis under Article 9 of the UK GDPR, in addition to a legal basis under Article 6 (for which, see above).
Will all personal data that is processed by a congregation be “special category data”? 
Some will be special category data and some will not. In general, where the information relates to people in the context of membership of the congregation it would be considered special category personal data. Where the information relates to individuals in the context of activities that are unrelated to faith (e.g. a person who runs a toddlers’ group in a church hall) they are not likely to be considered special category personal data. Context is therefore a key determinant of how personal data is categorised, and congregations will need to make assessments on a case-by-case basis. 
A cautious approach is to consider all personal data that relates to a congregation’s usual activities (e.g. running church activities, providing pastoral care etc.) as special category personal data. 
It should be noted that information pertaining to deceased persons is not viewed as personal data and is not subject to the UK GDPR and its restrictions.
The legal bases that congregations would most usually rely on for processing special category personal data are the following (the full list is available at: Special category data | ICO): 
1. Explicit consent (Article 9(2)(a));
2. Legitimate activities carried out by a non-profit body (Article 9(2)(d)) (for internal use only);
3. Manifestly made public (Article 9(2)(e) – for example where a person makes the information available on their publicly available blog or on their public (not private or restricted access) social media posts.
Explicit consent
Explicit consent has additional requirements on top of the usual requirements for consent. It requires a clear statement, must specify the nature of the special category personal data, and should be separate from any other consent which is being sought. The forms which are provided at Appendix 2 show how to obtain explicit consent. 
Where congregations are sharing special category personal data outside of the congregation (e.g. publishing information on a website), they usually need to collect explicit consent to do so. 
Not-for-profit body’s legitimate activities
Congregations, as part of a religious body (the Scottish Episcopal Church), can process special category personal data if the processing is done in the course of their legitimate activities, as long as (i) appropriate safeguards are in place, (ii) the processing relates solely to their members or former members, and (iii) the personal data is not shared outside of congregation without the consent of the data subject. This condition does not apply to processing employee data, or to prospective members or other individuals who have not had any prior contact with the congregation.
Congregations will need to have appropriate safeguards in place, such as restricting access to the personal data, and applying appropriate retention periods as referenced in Section 3.
Privacy notices and cookies
The UK GDPR requires controllers to be transparent about their processing, which requires a privacy notice to be displayed. Privacy notices should be concise, transparent, intelligible, easily accessible, and written in clear and plain language. They should be reviewed from time to time and updated to reflect any changes to processing or new processing activities. 
If congregations have a website, a privacy notice should be displayed there. If congregations have already created a privacy notice, then they should review their privacy notices against the separate template provided, and issue or make available an updated version if changes are required. If they have not yet created a privacy notice then they should create one using the separate template provided, and issue or make available a copy to everyone about whom personal data is held. 
Cookies are text files with small pieces of data used to identify a computer or phone when visiting a website. They are important for keeping track of a user’s information, login and other elements, and are installed on websites by their administrators. Where congregations use cookies they should give details of the cookies that are installed on their website through a cookie notice using the separate template provided, along with a banner which allows users to set their preferences on which cookies can be used.  A banner template is also provided.
Children
The UK GDPR provides enhanced protection for the personal data of children, particularly in relation to online platforms. Congregations are unlikely to be offering internet services to children, but they will still process children’s data, for example keeping a note of attendance at church activities or posting photos online. For safeguarding purposes it is recommended that congregations use consent as  the legal basis for processing children’s data.
Children under the age of 13 are not able to consent, so where the processing of young children’s personal data takes place on the basis of consent, that consent will need to be collected from their parent or guardian. 
Direct marketing
There is a difference between providing information (e.g. a schedule of forthcoming events) and carrying out direct marketing (e.g. fundraising appeals or attempting to attract new members). Direct marketing (sending promotional materials) by electronic means requires the consent of the individual to receiving those promotional materials but simple provision of information does not require consent. Often communications will contain both types of content, in which case congregations should obtain promotional materials consents.
The consent form at Appendix 2 requests consent for sending promotional materials by electronic means, and promotional materials should only be issued where opt-in consent has been granted. This is not required for postal communications so the form has an opt-out for post.
Individuals should always be given the opportunity to opt out of receiving further electronic materials, so when sending out any promotional emails they should contain an unsubscribe or opt-out option.  
Streaming
Some congregations choose to live-stream and record services. Streaming is considered processing under the UK GDPR if the video enables individuals to be identified directly. The images of individuals at a church service would not always be considered special category data as attendance alone does not necessarily convey information about an individual’s religious beliefs, but where they are engaging in a clear act of faith (e.g. taking communion or giving a sermon), the footage will be considered special category data.

Congregations should make it clear to individuals before and during the service that it is being filmed and live-streamed. This could be done by making an announcement to that effect and using effective sign placement. Congregations should consider whether the processing is necessary and proportionate. Best practice is to refrain from filming individuals taking communion, for example by switching to a wide shot during that part of the service. Individuals should also have the opportunity to attend the service in an area of the premises which is not being filmed. 
Social Media
Social media has become more prevalent and the reach of these platforms has grown very large. Congregations should be mindful of the publication settings on their social media posts, and only share online content outside of closed groups when it is absolutely necessary. For example, when posting photos or other information that contains personal data on a congregation’s Facebook or Instagram, the congregation should consider whether the post will be public, or whether it would be more appropriate to restrict access to the post to members of the congregation. 
Where the processing concerns the personal data of children, congregations should also keep in mind the additional safeguards that are required under the UK GDPR. This means that where a photo or video of a child is shared online the child will need to be informed of how their personal data is being processed in clear and accessible language, and publication should not happen without explicit consent of the child (if 13 or over) or their parent or guardian (if under 13). Signs displayed for streaming should be clear and accessible enough for children to understand how their personal data is being processed. 
Audits
Congregations should have audited their collection and use of personal data before the GDPR became law in 2018. These audits should be refreshed periodically by reviewing the results of the previous audit and adapting the results, or by carrying out new audits. An audit template form is available in Appendix 1. A refresh should be carried out every 2 or 3 years. 
As congregations are likely to be processing special category personal data, they will be required to have a record of processing activities (RoPA) in place. A RoPA is a detailed record of the types of data which are collected and the purposes for which they are processed. The Information Commissioner’s Office (ICO) has a template RoPA which should be used, accessible here: gdpr-documentation-controller-template.xlsx (live.com). 
Data processors
A data processor is an entity that processes personal data on behalf a controller. Congregations may use processors in their day-to-day activities (e.g. website maintenance, payroll providers, online advertising etc.). Where this is the case, congregations must ensure that a data processing agreement is in place. 
Congregations that use data processing agreements should ensure that their Article 28 obligations under the UK GDPR are being met. These require controllers to include mandatory clauses detailing their rights and obligations, the types of personal data and categories of data subject, and the subject matter, duration, nature and purpose of the processing. The ICO provides further information: What needs to be included in the contract? | ICO Security 
Congregations should have secure systems in place to protect personal data. The standard set by the UK GDPR is to implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk (e.g. the damage that could be caused if a congregation were to suffer a data breach) associated with the processing. For example, congregations may hold gift aid information or bank details and theft of this information could have financial consequences for an individual.
Examples of such security measures include ensuring that personal data in hard copy form and which cannot be shared publicly is stored in locked cabinets with access restricted to those who need to use such data and password protecting computers and electronic documents which contain such data. This is particularly important in the context of volunteers that use their personal devices which others (for example, family members) might access and accidentally see personal data.
CCTV
Surveillance systems can be used for the prevention, identification, and reduction of crime and to monitor buildings. These can include closed circuit televisions (CCTV), and any other systems for recording or viewing visual images for surveillance, such as video-enabled doorbells. 
If congregations rely on surveillance systems such as CCTV to monitor buildings, they should ensure that the systems are operated in a professional, ethical, and legal manner. Full guidance on the use of CCTV equipment can be found on the Church of England page (here: Parish-CCTV-Guidance.docx (live.com)), and on the ICO’s website (here: Video surveillance (including guidance for organisations using CCTV) | ICO). Any diversion of the use of CCTV for other purposes is illegal. 
Any camera used for CCTV recording must be sited so that it only captures images relevant to the purposes for which it is installed. Equipment must also be carefully positioned to:
· cover the specific area to be monitored only;
· keep privacy intrusion to a minimum;
· provide recordings that are fit for purpose and not in any way obstructed (e.g. by foliage); and
· minimise the risk of damage or theft. 
Congregations that use CCTV will need to display signs that clearly indicate that CCTV is in operation in place where individuals might be filmed. 
Congregations will still require a legal basis for processing, which in this case will likely be the congregation’s legitimate interests.
Data breach
A personal data breach is one that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data. 
Some, but not all, data breaches have to be reported to the ICO. Informing the ICO is required if a breach is likely to result in a risk to the rights and freedoms of the individuals affected. In addition, there is a requirement to notify the individuals affected in certain circumstances (e.g. where there is a high risk to the individuals involved, for instance, through identity theft or, in some cases, leaking of pastoral care information). 
A reportable breach must be notified to the ICO within 72 hours of its occurrence. It is important that those who are responsible in the congregation note the 72-hour deadline and carry out the required assessment. Congregations may choose to report suspected breaches to the General Synod Office since such breaches may raise broader questions of the Church’s public reputation beyond just the congregation in question.
[bookmark: _Ref157705519]Retention
Under the UK GDPR congregations may not retain data for longer than is necessary. A review should therefore be undertaken to establish the appropriate length of time for which church records should be kept. The Church of England has a helpful guide to retaining records (available here: 1 (churchofengland.org), and it is recommended that congregations review this document to devise their own retention policies. 
FAQs
Do I need to register with the ICO? 
The ICO maintains a register of controllers, although many charities and not-for-profit organisations are exempt from registering. Those who do need to register will also pay a fee, although there are exceptions for small charities. In general, most congregations are likely to fall into the exempt category for fees. 
It is important to note that where congregations operate CCTV for the purposes of crime prevention registration is mandatory and a fee is payable – in most cases this will be either £40 or £60 per year. 
The ICO has online questionnaires to help congregations work out if they need to register and also whether they need to pay a fee: 
· Registration self-assessment
· How much do I need to pay?
Do we need a DPO?
Data Protection Officers are specifically required in certain circumstances under the GDPR, such as where organisations process sensitive personal data on a “large scale”. The processing of special category personal data by the congregations is unlikely to be classed as “large scale”, so congregations are unlikely to be required to have a Data Protection Officer.
What are the penalties imposed by the ICO for failing to comply? 
The ICO has various powers to take action for a breach of the UK GDPR, including assessment notices, warnings, reprimands, enforcement notices and fines. For serious breaches of the data protection principles, the ICO has the power to issue fines of up to £17.5 million. It can also issue public reprimands.
It is uncommon for the ICO to impose fines, however, and its preference is to work with non-compliant organisations to remedy breaches and prevent future occurrences. 
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Congregational Data Audit
Review all your databases, email lists, spreadsheets, paper documents and other lists of personal data. If there are any issues, identify what you need to do. If action is not clear, then highlight questions needing further insight. New consent forms, privacy notices, and new or revised policies or procedures may need to be implemented to ensure compliance with GDPR.

	Description
	Why is the data held and what is it used for
	Is it special category data?  
	Basis for processing data 
	Who holds the data and who can access it?
	What security controls are in place?
	How long is data kept for?
	Is this covered by our privacy notice?
	ACTION REQUIRED

	Example:
Gift Aid Declarations
	For claiming Gift Aid
	No
	Legitimate Interest (Article 6(1)(f))
Legitimate activities of not-for-profit body (Article 9(2)(d))
	Held by Gift Aid Officer. Also accessed by treasurer
	On paper, kept in a locked filing cabinet
	Seven complete calendar years after last gift claimed on the declaration
	No – not yet written a privacy notice
	Write privacy notice
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template consent form – COMMUNICATIONS, PHOTOS, VIDEOS
St Agatha’s, Anytown – Consent declaration
Your privacy is important to us, and we want to communicate with church members in line with UK law on data protection. Please fill in the contact details you want us to use to communicate with you:
Name  		_____________________________________________________
Address: 	___________________________________________________
	    	___________________________________________________
Email Address:  ________________________________________________
Phone Number: ________________________________________________
This form asks for a number of consents. You can grant consent to some, all or none of the activities.  Please give your consent by placing a mark in the relevant box. If you leave a box blank we will assume that we do not have your consent for that activity.
If you do not grant consent we may not always be able to use your personal data; (so for example we may not be able to let you know about forthcoming events);. You can find out more about how we use your data from our “Privacy Notice” which is available from our website or from the Church Office.
You can withdraw or change your consent at any time by contacting the [Church Administrator / Vestry Secretary] at St Agatha’s Church Office, Church Road, Anytown AB1 2CD or [email address].  We will cease processing your personal data once you withdraw consent, other than where this is required by law, but this will not affect any personal data that has already been processed prior to this point. We will not re-print or recall any materials such as a Church Directory or address list, but we will take reasonable steps to remove your details, for example when they are online or when a list or directory is updated.
By signing this form you are confirming that you are consenting to the Clergy and Vestry of St Agatha’s, Anytown (the “Church”) processing your personal data for the following purposes (please mark the boxes where you grant consent):-
[bookmark: _Hlk162451406]Opt-in to electronic communications
I consent to the Church contacting me by  phone  email  text 
☐  To keep me informed about news, events, activities and services at the Church;
☐  To keep me informed about news, events, activities and services that will be occurring in the diocese and the broader Scottish Episcopal Church.
[bookmark: _Hlk162451848]Opt-in to photos and videos
I consent to the Church: 
[bookmark: _Hlk162451612]☐  Displaying photographs of me in its publications, on its website and online channels and on its social media;
☐  Displaying videos of me on its website and online channels and on its social media.
Opt-out from postal communications
We would like to contact you by post to inform you about news, events, activities and services at the Church and the wider Scottish Episcopal Church. If you do not want to hear from us, please mark the relevant box below. If you decide to opt-out you may miss communications that are of interest to you.
I would not like to receive postal communications from:
☐ the Church		☐ the Diocese		☐ the General Synod

Signed:  ______________________________ Dated: _______________________________

St Agatha’s is a Registered Scottish Charity, No XXXXX



template consent withdrawal form

St Agatha’s, Anytown – Withdrawal of Consent Form
Your privacy is important to us. You have the right to withdraw your consent to our processing of your data if we have previously relied on your consent to do so. If you wish to withdraw your consent, please fill out this form and put a tick, cross or other mark in the relevant box that applies to your withdrawal of consent. 
I wish to withdraw my consent to any further use of my personal data for the following purposes:
[bookmark: _Hlk162451898]☐  To keep me informed about news, events, activities and services at St Agatha’s
☐  To keep me informed about news, events, activities and services that will be occurring in the diocese and the broader Scottish Episcopal Church
☐  Displaying photographs of me in St Agatha’s publications, on its website and online channels and on its social media;
☐  Displaying videos of me on St Agatha’s website and online channels and on its social media.

This withdrawal of consent does not have a retroactive effect, nor does it affect the use of data by St Agatha’s that is permitted by law or required without consent. 

Name:  	______________________________

Signed: ______________________________ Dated: _______________________________

St Agatha’s is a Registered Scottish Charity, No XXXXX




COMMUNICANTS’ ROLL DECLARATION FORM

DECLARATION FOR INCLUSION OF AN INDIVIDUAL IN THE COMMUNICANTS’ ROLL OF A CONGREGATION
(CANON 41)

I declare that I am a baptised and communicant member of the congregation of St Agatha’s, Anytown

I consent: 
☐  To my name and contact details being included on the Communicants’ Roll.  I understand that such details may be made available for inspection by the members of the congregation, the Vestry, the Diocesan Bishop and Dean and consent to such sharing;
☐  To my name and contact details being shared with members of the congregation, the Diocese and the General Synod Office if I take on a role within the congregation, diocese or province of the Scottish Episcopal Church that requires membership of the Communicants’ Roll.


Signed: 	______________________________

Print Name: 	______________________________

Address: 	______________________________
		______________________________

Date: 		______________________________
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