Scottish Episcopal Church 
Risk Assessment: online communication with young people
	Hazard
	Who is at risk?
	Risk management that should already be in place
	Extra precautions for times of increased online communication e.g. lockdown
	Who is responsible?

	Risk of unsafe contact between adults and young people e.g. grooming, approaches by strangers
	Young people
	Online communication should be carried out only by PVG-checked leaders who have participated in safeguarding training in the SEC within the last 2 years.
	· Keep parents fully informed about new methods of keeping in touch and ask them to complete a specific online contact consent form
· Zoom meetings: if your meeting code has been shared publicly (e.g. on a church’s Facebook page) ensure that the Waiting Room feature is enabled, to avoid gate-crashers. If possible, share meeting code and password with hosts and participants only.
	Church leader
Meeting host 

	Risk of inappropriate behaviour or cyberbullying amongst young people
	Young people
Adult leaders
	It is best practice to have a code of conduct that your youth group agrees to follow. Young people should be involved in devising this. 
	· Ask your young people to devise and sign a code of conduct for online communication: e.g. listening respectfully and not interrupting is particularly important in a virtual gathering
· Know how to mute/remove someone from an online meeting as a last resort
	Meeting host

	Risk of photos or screenshots being shared which identify individuals by photograph and full name
	Young people
Adult leaders
	It is best practice to have a code of conduct that your youth group agrees to follow. Make sure it covers photo-sharing and the use of screenshots. Agree that individuals will not be tagged in photos or comments. 
	Make clear to everyone in your church that sharing screenshots of Zoom meetings is not allowed, e.g. on your church’s Facebook page.
	Meeting host, church leader

	Risk of miscommunication and misunderstanding, especially when using online messaging platforms
	Young people
Adult leaders
	Have more than one leader as account Admin
	· Log online communication.
· Use messaging apps with caution and avoid using emojis or icons that could be misleading eg. xx, LOL, heart emoji.

	All adult leaders

	Risk of young people contacting adults on their private accounts
	Young people
Adult leaders
	· Don’t follow/send friend requests to individual young people from your organisation’s account. Never do so from your private accounts.
· Your personal accounts should have all Privacy settings set so that a young person cannot access your photos, posts etc, and you have to approve requests to friend/follow you. 

	· Check Privacy settings on all personal social media accounts
· Review friends/following and unfriend/unfollow if necessary
	All adult leaders

	Risk of young people suffering emotional or spiritual harm as a result of conversations online
	Young people
	· If sensitive things need to be discussed in your youth group session, give a ‘trigger warning’ at the start and make sure young people know which leaders will be available to de-brief with afterwards if need be.
· There should be more than one leader present for online gatherings.
	· Be particularly aware of your young people’s home situations, and the support that may or may not be available to them during lockdown.
	Meeting host(s)

	Risk of young people suffering physical harm as a result of participating in activities e.g. lighting a candle to participate in prayer time
	Young people
	· Careful selection of activities
· Leader to carry out risk assessment for any activities
	· Leaders to alert participants to particular risks and remind them how to stay safe.
	Meeting host(s)

	Risk of young person going offline when particularly upset or vulnerable e.g. their Zoom window suddenly goes dark, or in a Facebook group chat you receive a notification that says “X has left the group”. This could lead to further risks e.g. self-harm
	Young people
	· You will hold up-to-date parental contact details, as part of normal good practice for running a youth group.
· You should be aware of those with particular mental health vulnerabilities
· There should be more than one leader present for online gatherings.
	· Ask parents to complete a specific online contact consent form, including an emergency contact number.
· One leader should continue with the youth group meeting while the co-leader follows up with the young person/their parents.
	Meeting host(s)

	Risk of leaders being overburdened by increased care of young people online
	Adult leaders
	· Set appropriate time boundaries for meetings, avoiding late nights and very early morning conversations.
· Avoid becoming a young person’s sole supporter: always include a second leader
	· Know your limits and encourage other youth leaders – especially volunteers – to know theirs. Take into account factors such as volunteers’ day jobs, family care commitments and extra stresses during lockdown etc.
· Ensure that pastoral support is available for leaders.
	Church leader

	Data breach e.g. sharing of young person’s personal phone number which is visible to their WhatsApp group
	Young people
Adult leaders
	· Data to be stored in accordance with GDPR guidelines
· Young people to be reminded about data confidentiality
· Any breach to be reported to church leader.
	
	Adult leaders, church leader



